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Introduction GTB SharePoint Online Discovery

1 Introduction

This document explains the necessary steps for running the GTB SharePoint Online Discovery.

1.1 Definitions

Scanning server — The Windows Server machine which performs the Discovery scan.

1.2 Requirements

7

R Scanning Server — The GTB Discovery Server installed on any Windows Server. Provide at least 2
CPU cores and 2GB RAM for each.

The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is
scanning speed.

<& SharePoint Online account - Service Account, which has access to the SharePoint Online.

1/@ GTB Technologies 3
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2 SharePoint with Classic Authentication

2.1 Create a SharePoint Online Service Account

1. Open https://admin.microsoft.com/web page of the Office 365 portal.
2. Go to the Active users page.

3. Click the Add button like shown in the Figure below.

Microsoft 365 admin center

GTB Tech

Home

Active users

Users

Active users
Conbts Add a user User templates Add multiple users Multi-factor authentication Delete a user Refresh Reset password Export users  ***
Guest users

Deleted users Display name Username Licenses @ Choose columns

Groups () Aleksey Sharaputin - 5 asharaputin@gtbtech.onmicrosoft.com Exchange Online (Plan 1) , SharePoint (Plan 1), OneDrive fc

Biling GTB Demo i Demo@iblechionmicrusoftcom Bxchange Online (Plan 1)

Setup : s s
info 3 inf0140160@gtbtech.onmicrosoft.com Unlicensed

4. Type Account Name, Username, and Password in the appropriate fields. Click the Next button.

Add a user

Basics Set up the basics

Product licenses To get started, fill out some basic information about who you're adding as a user.

Optional settings First name Last name
Display name
SharePoint Scan

Username

spscan @ | gtbtech.onmicrosoft.com

Finish

Password settings

O Auto-generate password

Let me create the password

Password

Require this user to change their password when they first sign in

Send password in email upon completion

GTB Technologies 4
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5. Select Location and License for SharePoint. Press the Next button.

Add a user

@ Basics Assign product licenses

Product licenses Assign the licenses you'd like this user to have.

Optional settings To see more Microsoft software options, go to

Select location

Finish United States

Licenses (1)

Assign user a product license

Azure Information Protection Premium P1
1 of 1 licel ble

Enterprise Mobility + Security E5

0 of 2 licenses available

Exchange Online (Plan 1)
You're out of licenses. If you turn this on, y to buy an additional

for y.

Microsoft 365 Apps for business
0 of 1 licens ilable

OneDrive for business (Plan 1)
You're out of lice If you turn this on, we'll try to buy an additional

license for vou
SharePoint (Plan 1)
1 of 4 licel vailable
\_J “iTaie usel witivut prouuce ieense (not recommended)

They may have limited or no ac to Office 365 until you a

licen

6. Select a Role: User.

Add a user

Basics 0pti0na| Settings

Product licenses You can choose what role you'd like to assign for this user, and fill in additional profile
information.

Optional settings

Roles (User: no administration access)
Finish

Profile info

GTB Technologies 5
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SharePoint with Classic Authentication

7. Check the details and press the Finish adding button.

Add a user

Basics
Product licenses
Optional settings

Finish

8. Press the Close button.

Add a user

Basics
Product licenses
Optional settings

Finish

GTB Technaologies

Data Loss Prevention

Review and finish

Assigned Settings
R

Display and username

Password

Type: C

Product licenses

ation: United

ePoint (Plan 1)

Roles (default)

User (no admin center

Profile info

None pro

User details
Display name: SharePoint Scan
Username:spscan@gtbtech.onmicrosoft.com

Password; **+rie

Licenses bought
None

Licenses assigned
SharePoint (Plan 1)

Save these user settings as a template?

in the futu

Name your template
adduser

Add a description (recommended)

Save as template

GTB SharePoint Online Discovery
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2.2 Add permissions to scan single SharePoint site

1. Open the SharePoint Online admin page and go to the Active sites section.

SharePoint admin center

Active sites

Home Use this page to manage all your sites. Learn more
B sites > { Create Fy Permissions v g% Hub v & Sharing [i] Delete O Search sites
| Active sites
Deleted sites Site name 1 URL Storage used (G... Primary admin
5 Policies e 98764211088 TEAZ110GETEA21 . fEies 098764 2110987642109, . 0.00 R Group owners
& Settings All Company Jjeites alicompany 0.00 £ Group owners
AIGTB Jsites/all 0.00 = Group owners
ﬁ Content services W
asharagutin - Jsites/asharaputin 0.31 R Group owners
> Migration
° Communicaticn Site: .fsites/CommunicationSite 0.00 Uszi Yair
I More features
ereated on Panel ..{sitesonPanel 0.00 Uz Yair
&  OnaDrive admin cantar DLP Scan fsites/dip_scan 0.09 R Group owners
gynamic_mermbership ..fsites dyramic_membership 0.00 A Group owners

& Customize navigation N -
owrrne . Jsiteslerawer 0.00 *. Group owners

2. Select the site you want to scan.

3. Go to the Permissions tab, Additional admins, and press the Manage button.

SharePoint admin center

Active sites

Home Use this page to manage all your sites. Learn more DLP Scan

B sites ~ + Create 2, Permissions v &% Hub v A Sharing [i Delete

| Active sites

General  Activity Policies

Deleted sites Site name 1 - URL -
= -
= v 098764211098764211098764211...  .../sites/09876421109876421109...
Felliles For info about each role, learn more.
" All Company Jsites/allcompany
Settings " "
& 9 Site admins (1)
3 AlGTB _.[sites/all
B3 Content services v .
Microsoft 365 Group owners
asharaputin Jsites/asharaputin
@ Migration @ Uzi Yair
Communication Site .../sites/CommunicationSite QA@gtbtech.onmicrosoft.com
i More features
created on Panel Jsites/onPanel Manage
® GGl Eer @ DLPScan /sites/dip_scan Additional admins
None

dynamic_membership

- I Manage I
VZ Customize navigation

ewrre Isites/erwwer

Show all

Site owners (1)

GTB Technaologies 2
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4. Type Account Name in the search field.

Manage additional admins

0 site admins (in addition to the Microsoft 365 Group owners)

Add an admin

SharePoint Scan

e SharePoint Scan

5. Add and press the Save button.

Manage additional admins

1 site admin (in addition to the Microsoft 365 Group owners)

Add an admin

Enter a name or email address

Name

Q SharePoint Scan X

1/@ GTB Technologies 3
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2.3 Add permissions to scan all sites

1. Open PowerShell in administration mode.

2. Install the SharePoint Online Management Shell.

Install-Module -Name Microsoft.Online.SharePoint.PowerShell
3. Signin to SP Online in PowerShell.

STenantUrl = "Enter the SharePoint admin center URL"

Connect-SPOService -Url $TenantUrl

4. Getlist of all sites.
$sites = Get-SPOSite -Limit all | foreach { $_.URL }

5. Set Administrator user email.

$user = "user@contoso.com”

6. Run the command to add administrator full-access permission to all sites:

echo $sites | ForEach-Object {Set-SPOUser -Site $_ -LoginName $user -IsSiteCollectionAdmin $true}

Full Access permissions are required if you would like to apply remedial actions like Move/Delete.

¥ Administrator: Windows PowerShell - O X

PS C:\sp> $sites Get-SPOSite | foreach { $_.URL }
PS C:\sp> $user
PS C:\sp> echo $sites | ForEach-Object {Set-SPOUser $ $user $true}

Display Name Login Name Groups User Type

Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft.
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. ... Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member
Stovpovoy vstovpovoy@gtbtech.onmicrosoft. Member

™\ GTB Technologies 4
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2.4 Install Discovery Server

1. Sign in to the Central Console using an account with Administrator privileges.

2. Goto the Help > Download tab of the GTB Central Console and download the GTB Discovery Server MSI
package.

@ [E. cf)] Downloads » Windows Endpoint Agents

(#) Dashboard

%8 Windows Endpoint Agents 3 <
- GTB Endpoint Agent + Networkin: 165 M8
g Security Events > P g 9
. Endpoint device controls with Discovery + Network Traffic Inspection
@ macOs Endpoint Agents
|l Reports v15.7.8-54972
Linux Endpoint Agents
© omBDPSetp > a i
Name Resolution Helper R
S &I B GTB Discovery Server 165 MB
Discovery Server deSEiT "
Co  System > &5 Security Manager i y
v15.7.8-54972
S8 User Management [; Administrative Tools
N,
%X Maintenance > 7 Local links for browsers . L i
Antivirus exception list for Windows 0S
B Logs > = Antivirus exception list for Windows 0S
@ Help/Downloads >

Documentation /

3. Install the GTB Discovery Server on any Windows PC where you want to scan from.

4. The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is scanning
speed.

@ GTB Technologies 5
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2.5 Start the SharePoint Online Discovery

1. Sign in to the Central Console.
2. Go the DLP Setup > Discovery Targets > MS SharePoint tab.

Click the Add button.

(7) Dashboard I

[:.E File Shares &9 Deploy @ Add
B 5
=

Security Events |

\Q

EE MS Exchange

Lt Reports D SCAN SERVER N OINT Q status ( buraTiON
Inspector ACL Rules é Databases
Discovery Targets No Discovery Scans are available, add a n

¢S Cloud Platforms
Endpoint Protector

IRM Integration
[:a Discover File Shares
Policy Management

Classification

Detection Engines

Network Status >

3. Enter the Scan Name, select the Discovery server, enter the SharePoint URL of the scanned site.

Press the Add credential icon.

Enter Scan Name O
Scan For / Filters /
(5 s sharePoint Scan @ Hemesial Actione 58 senedule (5 Report O Advanced
Designated Scan Server (0] -
Target SharePoint
SharePoint Online ol @& (I3
Credential or Cloud Account @ hd
[ Base URL ® &
[ Exclude URL ®
Incremental Scan (0]
Scan Images (0] ™ GTBOCR -
@& save Cancel

1/@ GTB Technologies 6
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4. Enter service account email and password.

Edit Credential S
Display Name SPO Scan
Domain\Username or Email address spscan@gtbtech.onmicrosoft.com
Password N ceeennee
Save Cancel

5. Check SharePoint Online checkbox.

6. Click the Save button.

Enter Scan Name O
«~ Scan For / Filters /
— :
MS SharePoint S ¥ ® Schedul R i (& Ad d
La arePoint Scan Q Remedial Actions @ chedule l}. epor Len vance
Designated Scan Server @ -

Target SharePoint

SharePoint Online

©
3
&

Credential or Cloud Account @ - I
[ Base URL [©) &
[C3 Exclude URL [©)
Incremental Scan @
Scan Images @ i GTB OCR -

[ save Cancel

7. Press the Start icon to start the SharePoint discovery. The scan should start within a minute.

(& File Shares &9 Deploy ® Add (3 Edit s ® ® 8 Schedule a ®
B8 Ms Exchange TOTAL
E] D SCAN SERVER z::IRNE:DINT /Q STATUS @ DURATION Iﬁ;‘SL 18‘!.;1:;8 SCANNED, REMEDIATIONS MATC
’ MB
B> Ms SharePoint
S patabases [ ® GTBSERVERAMAZON ~ . @ - - - - - - -

¢S Cloud Platforms

[ Dpiscover File Shares

l@ GTB Technologies 7
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2.6 Check scan result

1. Sign in to the Central Console.

2. Go to the Security Events > Discovery Scans page and check the scan results. You should see a new
running scan at this tab within few minutes.

(2) Dashboard 0 Local PC Discovery [ File Shares @4 Msoutiook B3 MsExchange B> Ms SharePoint & Databases [®  File Share Monitoring

& SecurtyEvents >

All Events 2 1 of1 Y6 Fiters o T > (& Export Statistics v (1 v

Network Inspector
o ScAN NAVE SCAN SERVER STARTTIME v enoTivE TOTALFILES  FLESSCANNED SCANSZEMS SCANNEDMS  REMEDIATION  MATCHES DURATION staTus

Discovery Scans o 5 - & Q

Endpoint Protector 0 310 i i Lot i octoz, PM Oct02, M 1 1 003 003 None 1 m © Completad, 100% done

Cloud Platform
File Share Audit

Classfication

3. Each line represents a separate Discovery scan. Double click to see the details.

GTB Technologies 8
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2.7 How to scan all SharePoint sites

1. Open PowerShell in administration mode.

2. Install the SharePoint Online Management Shell.

Install-Module -Name Microsoft.Online.SharePoint.PowerShell
3. Signin to SP Online in PowerShell.

4. Set Administrator user email.

$user = "user@contoso.com”

5. Add admin privileges to the service account for SP admin site

Set-SPOUser -Site https://companyname-admin.sharepoint.com/ -LoginName $user -
IsSite CollectionAdmin $true

X windows PowerShell - O X
PS C:\Users\vstovpovoy> Set-SPOUser https://gtbtech-admin. sharepoint.com/

Display Name Login Name Groups User Type

harePoint Scan spscan@gtbtech.onmicrosoft.com {} Member

6. Open the GTB Central Console and go the DLP Setup -> Discovery Targets -> MS SharePoint tab.

7. Click the Add button.

(#) Dashboard

(& File Shares &) Deploy O Add
‘G- Security Events >

@8 Ms Exchange

SHAREPOINT
[sa!  Reports D SCAN SERVER ki Q) satus (® puraTioN

\

@ GTB DLP Setup >

Inspector ACL Rules & Databases

No Discovery Scans are available, add a n

¢S Cloud Platforms

Endpoint Protector

IRM Integration
D Discover File Shares
Policy Management

Classification

Detection Engines

) Network Status >

8. Enter the Scan Name, select the Discovery server, enter the SharePoint Admin URL of the scanned
site.

9. Enter created user credentials into the Username or Email address and password fields.
10. Check SharePoint Online checkbox.

11. Click the Save button.

- . GTB Technologies 9
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Enter Scan Name O

Scan For / Filters /
(8 s sharePoint Scan O] Aemesial Actone 3 scnedule (3 Report O Advances
Designated Scan Server ® -
Target SharePoint
SharePoint Online ol @& 3
Credential or Cloud Account @ hd
[g Base URL ® &
(8 Exclude URL ®
Incremental Scan ®
Scan Images (0] ™ GTBOCR -
@ save Cancel

12. Press the Start icon to start the SharePoint discovery. The scan should start within a minute.

[& File Shares &9 Deploy @® Add (3 Edit 2 ® ® f8 Schedule n ®
@8 Ms Exchange TOTAL
D D SCAN SERVER SHARCEONY o STATUS @ DURATION jLOAL EUAL SCANNED, REMEDIATIONS MATC
_ — . - — .
B> Ms sharePoint
2 Databases (m| @® GTBSERVERAMAZON ~ . @

S|
& Cloud Platforms

(B Discover File Shares

13. Go to the Security Events -> Discovery scans -> MS SharePoint tab and check for scan results.

() Dashboard c  Local PCDiscovery [ Fileshares @4 s outiook @8 MskExchange Ia‘, MS SharePoint I 5 Databases [ File Share Monitoring

B securiyEvents >

o 2 1 of1 % s - [ EwonSutsies  + : D B O
=) scanave seansenven st o TOTALFLES | FLESSCANNED SCANSZEMB  SCANNEDMS | REMEDATON  WTCHES (3 ouRamon () starus
7 Lot 002200114957 A Oct02,20201T524GAM 138 138 o739 w39 None @ am © completsd, 100% done

|@ GTB Technologies 1
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2.8 How to scan separate SharePoint files or folders

1. Open the SharePoint Online file or folder location that you'd like to scan.

Upload v Edit in grid view Share Copy link Sync Download Add shortcut to {

Documents > GTB SharePoint Test

[ Name v Modified Modified By -

GITB About a minute ago Ihor Yeshchuk

Document.docx A few seconds ago Ihor Yeshchuk

Count
2

2. Highlight the item, click the Show action icon, then Details.

Documents > GTB SharePoint Test Share
Copy link

| lodified By
Manage access

CGTT : or Yeshchuk
B *  |Download
" Document.docx Add shortcut to OneDrive  or Yeshchuk
Count Delete
P
Automate
Rename

Pin to top

Move to

Copy to

Alert me

More

Details

GTB Technologies 1
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3. Inthe pane that appeared find and click the Copy direct link icon.

More details

Modified Modified By + Add cc  Activity

Monday at 3:12 AM Ihor Yeshchuk This week

You created GTTE in GTE

Monday at 3:12 AM Ihor Yeshchuk

Folder

Modified

Monday at 3:12 AM
Path [

™ Team Site > Documents > GIB S
Copy direct ik Tagt » GTTB

Size
152 bytes

4. Open the GTB Central Console and go the DLP Setup -> Discovery Targets -> MS SharePoint tab.

5. Click the Add button.

(#) Dashboard
D File Shares &9 Deploy s

i £ SHAREPOIN
a0 Reports =
& SCAN SERVER NLINE /O STATUS @ DURATION

‘0 Security Events >

(// GTB DLP Setup > I {

Inspector ACL Rules £ Databases

No Discovery Scans are available, add a n

(r\\ Cloud Platforms

Endpoint Protector

IRM Integration
P Discover File Shares

Policy Management
Classification
Detection Engines

() NetworkStatus >

6. Enter the Scan Name, select the Discovery server, paste the direct link of the scanned file that was
copied in the step 3.

7. Select existing credentials or add a new one.
8. Check SharePoint Online checkbox.

9. Click the Save button.

GTB Technologies 1
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Enter Scan Name ©)

Scan For / Filters /

MS SharePoint Scan o Schedule Report C Advanced
(3 Remedial Actions & (o Fen @
Designated Scan Server (0] -

Target SharePoint

SharePoint Online

=l
3
&7

Credential or Cloud Account (0) -
[g Base URL (0) ~
[& Exclude URL (0)
Incremental Scan 0]
Scan Images (0] » GTBOCR -

B& save Cancel

10. Press the Start icon to start the SharePoint discovery. The scan should start within a minute.

[& File Shares &9 Deploy ® Add [3 Edit i Lo ® ® S Schedule ] ®
EB M Exchange SHAREPOINT TOTAL TOTAL LOTAE

C] D SCAN SERVER ONLINE /Q STATUS @ DURATION FILES SIZE, MB ;CBANNED, REMEDIATIONS MATC
> Ms SharePoint
S Databases 01 @ GTBSERVERAMAZON ~ ' @

¢S Cloud Platforms

(B Discover File Shares

11. Go to the Security Events -> Discovery scans -> MS SharePoint tab and check for scan results

(2 Dashboard cB  Local PC Discovery [ File Shares @%  msoutiook @3 MsExchange Ia} MS SharePoint I & Databases [ File Share Monitoring

B seouryBvents >

AlEvents 2 2 o1 Y% Fites > [ (3 Exportswtstes 3 . ® @ O

Network Inspector

ow scanNavE soanserveR ST enome TOWLFLES | FLESSCANNED SCNSZEMS SCANEDME | REMEDATON  MATCHES (3 ouRAToN () STarus

Endpoint Protector 07 . Lot i 00102,2020 11:49:37 AM _ Oct 02, 2020 11:52:46 AM 138 138 87.39 8739 None £

am © completed, 100% done
Cloud Platform

| ) GTB Technaologies 1
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3 SharePoint with Modern
Authentication

3.1

—_

Create Application for Modern Authentication

2. Click on the Generate button next to Client Id.

3. Click on Generate button near Client Secret.

4. Note the given Client Id and Client Secret.

5. Type the name of the Application in the Title field. It could be SPOnline.

6. Inthe App Domain field, enter cloudauth.gttb.com.

7. In the Redirect URI field, enter https://cloudauth.gttb.com/callback.php.

8. Press Create button.

App Information

The app's information, including app id, secret, title, hosting url and redirect url.

( >  GTB Technologies

Data Loss Prevention

Client Id:
475c33bb-0c6C-489f-9629-99da061b2a41

Client Secret:

dqB8fHxpI9XTc+ENfTY6ilzimN4aHqTcP8j
Title:

SPOscan
App Domain:

cloudauth.gttb.com

Example: "www.contoso.com"

Redirect URIL:

https://cloudauth.gttb.com/callback.php
Example: "https://www.contoso.com/default.aspx”

GTB SharePoint Online Discovery

Open URL https://COMPANYNAME.sharepoint.com/_layouts/15/AppRegNew.aspx

1.
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3.2 Add Application credentials

1. Sign in to the Central Console.

2. Go to the System > Cloud Accounts.

@ [E. ] System Setup » Cloud Accounts

() Dashboard
E‘ﬂ Endpoint Agent (_% Add Cloud Account D Edit {ij Delete
B security Events >
=
& DNs
ti Reports O # CLOUD PLATFORM CLOUD ACCOUNT DISPLAY NAME
(5 LDAP Integration
© GTBDLP Setup > 01 ‘ Amazon Web Services s3
Network Status > [b ShadowLocation O 2 * Amazon Web Services s3 roort
r“ﬂ System > p‘_ Emails and Alerts 0O s . Amazon Web Services se new root
Endpoint Agent C,ﬁ T — 0O . Amazon Web Services S3DDDDD
DNS Os A Microsoft Azure Azure
. Company Name
ERtc negration Oes 7@ OneDrive OneDrive
Shadow Location Fé Date and Time e
(W &> Google Drive google
Emails and Alerts
& Cloud Accounts Os box Box Box.com
SIEM Receiver
7 9 33 Dropbox Dropbox
Company Name © security > o 5 i i
Date and Time 0 10 7@ OneDrive OneD
@ SSL Certificates
Cloud Accounts an 7 OneDrive for Business RRogoziansk btech.onmicr .com
s G CC Synchronization
Security 0 12 @ OneDrive one
SSL Certificates 2] Compliance .
Regulations O 13 7@ OneDrive for Business RRRR
CC Synchronization
(G Incidents Response 0O 14 @D sharepoint SPO [QA]
Compliance Regulations
i 0 15 7@ OneDrive for Business OneFB
Insidants Racnanea
3. Press Add Cloud Account button.
Add Cloud Account Q)

Enter Display Name @ SPO Scan

g Dronox w & Google Drive @ g’;:‘arepue 6 OneDrive

for Business

How to scan &3 Add How to scan G Add How to scan G Add How to scan o Add How to scan o Add

g

& OneDrive Microsoft Azure A
SharePoint

Amazon S3
Howtoscan (& Add Howtoscan (g Add Howtoscan (&3 Add How to scan
4. Type the Display Name.
5. Press Add button on the SharePoint card.

6. You should see a pop-up as shown below.

GTB Technaologies 1!
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Login to account )

s

SharePoint

Enter Account Name SPO Scan

Enter Site Name https://gtbtech-admin.sharepoint.com

2FA Client ID de7a2e0e-0e53-4925-96ae-6113d1266b3b
2FA Client Secret 9J00+6Xgy/tDdtPNcomyDJzOdRhYFIVeGUHi:
How to scan o Add

7. Enter Account Name.

8. Enter SharePoint Site Name in the form of https://companyname-admin.sharepoint.com/.

9. Enter saved 2FA Client ID and 2FA Client Secret tokens from the previous item.

10. Press Add button.

11. You should be redirected to the Microsoft site. Sign in to the site as a user with a Site Admin role.

Take a look at item 2.3 to figure out how to assign Site Admin role to the user.
B® Microsoft
Sign in

tmail, phone, or Skype

Can't access your account?

Sign-in options

12. In the pop-up window, press Trust It button.

GTB Technaologies 1¢
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Do you trust SPOscan?

Let it create or delete document libraries and lists in all site collections.

Let it access basic information about the users of this site.

3.3 Install Discovery Server

GTB SharePoint Online Discovery

bl

SPOscan

13. Sign in to the Central Console using an account with Administrator privileges.

14. Go to the Help > Download tab of the GTB Central Console and download the GTB Discovery Server MSI

package.
GTB
Central Console
(#)
bal ¥
@ oD e A =
B9 rk Statu: B
Ce m . L
User Managen (&
Y& Maintenanc 7 "
E Log
a

165 MB

GTB Discovery Server 165 MB

e

Antivirus exception list for Windows 0S

15. Install the GTB Discovery Server on any Windows PC where you want to scan from.

16. The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is scanning

speed.

( >  GTB Technologies
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GTB SharePoint Online Discovery

3.4 Start the SharePoint Online Discovery

1.

Sign in to the Central Console.

2. Go the DLP Setup > Discovery Targets > MS SharePoint tab.

3. Click the Add button.

@
luat
©

Dashboard

Security Events >

Reports

GTB DLP Setup >
Inspector ACL Rules
Discovery Targets

Endpoint Protector
IRM Integration
Policy Management
Classification

Detection Engines

Network Status >

E.E File Shares

B8 Ms Exchange

é Databases

¢S Cloud Platforms

EB Discover File Shares

&9 Deploy ® Add

& o

SCAN SERVER

\

SHAREPOINT

e Q) status (® buraTiON

No Discovery Scans are available, add an

Enter the Scan Name, select the Discovery server, enter the SharePoint URL of the scanned site.

You can specify several URLs to scan. If you want to scan all sites from your SPO specify admin site URL:

https://companyname-admin.sharepoint.com.

Check SharePoint Online checkbox.

In the Credential or Cloud Account select the Credential or Cloud Account.

7. Enter the SharePoint URL of the scanned site

Enter Scan Name

(G Ms sharePoint Scan

| ©

O Scan For / Filters /

Remedial Actions

Designated Scan Server

Target SharePoint

SharePoint Online

Credential or Cloud Account

[ Base URL

8 Exclude URL

Incremental Scan

Scan Images

1/@ GTB Technologies
Data Loss Prevention
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[&. Report !;‘@ Advanced
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©
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GTB SharePoint Online Discovery

8. Click the Save button.

9. Press the Start icon to start the SharePoint discovery. The scan should start within a minute.

49 Deploy @ Add [ Edit T Delete 2 ® @ Schedule n (O]
SHAREPOINT TOTAL FILES SCANNED,
o scannave DESIGNATED SCAN SERVER me ) smarus G oumamon T L | B REMEDIATIONS  MATCHES
01 SPO Scan @ GTB.SCANSERVER ~ { @ - = = = - = = &£

3.5 Check scan result

1. Sign in to the Central Console.

2. Go to the Security Events > Discovery Scans page and check the scan results. You should see a new
running scan at this tab within few minutes.

(3)  Dashboard 0 Local e discovery [ Fieshares B4 wsoutook B8 MsEchange B> s Sharepoint S oatabases [3 File Share Moritoring

B SecurityEvents >

AllEvents 2 1 of1 Y% Fiers b4 w (& Export Statistics -

Network Inspector

e sl SCAN NAME ScaN seRveR STARTTIME enoTive TOTALFES  FLESSCANNED SCANSZEMB  SCANNEDMB  REMEDATIN  MATCHES (3 DURATION  (3) STATUS

Endpoint Protector 0 307 i LoL 0ct 02,2020 11:49:37 AM  Oct 02, 2020 11:52:46 AM 138 138 87.39 87.39 None 37 3m () completed, 100% done

Cloud Platform
File Share Audit

Classification

lal  Reports

3. Each line represents a separate Discovery scan. Double click to see the details.

If you have any questions, please, email support@gttb.com and any of our engineers would be happy to
help you.
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