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1 Introduction 
This document explains the necessary steps for running the GTB SharePoint Online Discovery. 

1.1 Definitions 

Scanning server – The Windows Server machine which performs the Discovery scan.  

1.2 Requirements 

 Scanning Server – The GTB Discovery Server installed on any Windows Server. Provide at least 2 
CPU cores and 2GB RAM for each. 

The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is 
scanning speed. 

 SharePoint Online account - Service Account, which has access to the SharePoint Online. 
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2 SharePoint with Classic Authentication 

2.1 Create a SharePoint Online Service Account  

 Open https://admin.microsoft.com/ web page of the Office 365 portal. 

 Go to the Active users page. 

 Click the Add button like shown in the Figure below. 

  

 Type Account Name, Username, and Password in the appropriate fields. Click the Next button. 

  

https://portal.azure.com/
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 Select Location and License for SharePoint. Press the Next button.  

 

 Select a Role: User. 
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 Check the details and press the Finish adding button. 

  

 Press the Close button. 
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2.2 Add permissions to scan single SharePoint site 

 Open the SharePoint Online admin page and go to the Active sites section. 

 

 Select the site you want to scan. 

 Go to the Permissions tab, Additional admins, and press the Manage button. 
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 Type Account Name in the search field. 

 

 Add and press the Save button. 
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2.3 Add permissions to scan all sites 

 Open PowerShell in administration mode. 

 Install the SharePoint Online Management Shell. 

Install-Module -Name Microsoft.Online.SharePoint.PowerShell 

 Sign in to SP Online in PowerShell. 

$TenantUrl = "Enter the SharePoint admin center URL" 

Connect-SPOService -Url $TenantUrl 

 Get list of all sites. 

$sites =  Get-SPOSite -Limit all | foreach { $_.URL } 

 Set Administrator user email. 

$user = "user@contoso.com" 

 Run the command to add administrator full-access permission to all sites: 

echo $sites | ForEach-Object {Set-SPOUser -Site $_ -LoginName $user -IsSiteCollectionAdmin $true} 

Full Access permissions are required if you would like to apply remedial actions like Move/Delete. 
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2.4 Install Discovery Server 

 Sign in to the Central Console using an account with Administrator privileges. 

 Go to the Help > Download tab of the GTB Central Console and download the GTB Discovery Server MSI 
package. 

 

 Install the GTB Discovery Server on any Windows PC where you want to scan from. 

 The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is scanning 
speed. 
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2.5 Start the SharePoint Online Discovery 

 Sign in to the Central Console. 

 Go the DLP Setup > Discovery Targets > MS SharePoint tab. 

Click the Add button. 

 

 Enter the Scan Name, select the Discovery server, enter the SharePoint URL of the scanned site. 

Press the Add credential icon. 
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 Enter service account email and password. 

 

 Check SharePoint Online checkbox. 

 Click the Save button. 

 

 Press the Start icon to start the SharePoint discovery. The scan should start within a minute. 
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2.6 Check scan result 

 Sign in to the Central Console. 

 Go to the Security Events > Discovery Scans page and check the scan results. You should see a new 
running scan at this tab within few minutes. 

 

 Each line represents a separate Discovery scan. Double click to see the details. 
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2.7 How to scan all SharePoint sites 

 Open PowerShell in administration mode. 

 Install the SharePoint Online Management Shell. 

Install-Module -Name Microsoft.Online.SharePoint.PowerShell 

 Sign in to SP Online in PowerShell. 

 Set Administrator user email. 

$user = "user@contoso.com” 

 Add admin privileges to the service account for SP admin site 

Set-SPOUser -Site https://companyname-admin.sharepoint.com/ -LoginName $user -
IsSiteCollectionAdmin $true  
 

 

 

 Open the GTB Central Console and go the DLP Setup -> Discovery Targets -> MS SharePoint tab. 

 Click the Add button. 

 

 Enter the Scan Name, select the Discovery server, enter the SharePoint Admin URL of the scanned 
site. 

 Enter created user credentials into the Username or Email address and password fields. 

 Check SharePoint Online checkbox. 

 Click the Save button. 
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 Press the Start icon to start the SharePoint discovery. The scan should start within a minute. 

 

 Go to the Security Events -> Discovery scans -> MS SharePoint tab and check for scan results. 
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2.8 How to scan separate SharePoint files or folders 

1. Open the SharePoint Online file or folder location that you’d like to scan. 

 

2. Highlight the item, click the Show action icon, then Details. 
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3. In the pane that appeared find and click the Copy direct link icon.  

       

4. Open the GTB Central Console and go the DLP Setup -> Discovery Targets -> MS SharePoint tab. 

5. Click the Add button. 

 

6. Enter the Scan Name, select the Discovery server, paste the direct link of the scanned file that was 
copied in the step 3.  

7. Select existing credentials or add a new one.  

8. Check SharePoint Online checkbox. 

9. Click the Save button. 
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10. Press the Start icon to start the SharePoint discovery. The scan should start within a minute.

 

11. Go to the Security Events -> Discovery scans -> MS SharePoint tab and check for scan results 
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3 SharePoint with Modern 
Authentication 

3.1 Create Application for Modern Authentication 

 Open URL https://COMPANYNAME.sharepoint.com/_layouts/15/AppRegNew.aspx 

 Click on the Generate button next to Client Id. 

 Click on Generate button near Client Secret. 

 Note the given Client Id and Client Secret. 

 Type the name of the Application in the Title field. It could be SPOnline. 

 In the App Domain field, enter cloudauth.gttb.com. 

 In the Redirect URI field, enter https://cloudauth.gttb.com/callback.php. 

 Press Create button. 
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3.2 Add Application credentials 

 Sign in to the Central Console. 

 Go to the System > Cloud Accounts. 

 

 Press Add Cloud Account button. 

 

 Type the Display Name. 

 Press Add button on the SharePoint card. 

 You should see a pop-up as shown below. 
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 Enter Account Name. 

 Enter SharePoint Site Name in the form of https://companyname-admin.sharepoint.com/. 

 Enter saved 2FA Client ID and 2FA Client Secret tokens from the previous item. 

 Press Add button. 

 You should be redirected to the Microsoft site. Sign in to the site as a user with a Site Admin role.  

Take a look at item 2.3 to figure out how to assign Site Admin role to the user. 

 

 In the pop-up window, press Trust It button. 
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3.3 Install Discovery Server 

 Sign in to the Central Console using an account with Administrator privileges. 

 Go to the Help > Download tab of the GTB Central Console and download the GTB Discovery Server MSI 
package. 

 

 Install the GTB Discovery Server on any Windows PC where you want to scan from. 

 The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is scanning 
speed. 
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3.4 Start the SharePoint Online Discovery 

 Sign in to the Central Console. 

 Go the DLP Setup > Discovery Targets > MS SharePoint tab. 

 Click the Add button. 

 

 Enter the Scan Name, select the Discovery server, enter the SharePoint URL of the scanned site. 

You can specify several URLs to scan. If you want to scan all sites from your SPO specify admin site URL: 

 https://companyname-admin.sharepoint.com. 

 Check SharePoint Online checkbox. 

 In the Credential or Cloud Account select the Credential or Cloud Account. 

 Enter the SharePoint URL of the scanned site  

 



 

SharePoint with Modern Authentication GTB SharePoint Online Discovery 

 

 

19   

 Click the Save button. 

 Press the Start icon to start the SharePoint discovery. The scan should start within a minute. 

 

3.5 Check scan result 

 Sign in to the Central Console. 

 Go to the Security Events > Discovery Scans page and check the scan results. You should see a new 
running scan at this tab within few minutes. 

 

 Each line represents a separate Discovery scan. Double click to see the details. 

 

 

 

If you have any questions, please, email support@gttb.com and any of our engineers would be happy to 
help you. 

mailto:support@gttb.com
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