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Introduction GTB Amazon S3 Discovery

1 Introduction

This document explains the necessary steps for running the GTB Amazon S3 Discovery.

1.1 Definitions

Scanning server — The Windows Server machine which performs the Discovery scan.

1.2 Requirements

R Scanning Server — The GTB Discovery Server installed on any Windows Server. Provide at least 2
CPU cares and 2GB RAM for each.

The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is
scanning speed.

7

<& Amazon S3 account - Service Account, which has access to the Amazon S3.
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2 Create Secret Access key and ID

1. Open AWS Console page and go to the IAM page. Click on the Users tab.

2. Click the Add user button, as shown in the Figure below.

aws  Services v
Identity and Access Add user
Management (IAM) N
Q Find users by username or access key
Dashboard
+ Access management User name v Groups Access key age Password age Last activity
Groups avanan avanan @ 936 days None 721 days
jenkins-aws None © 425 days None 6 days
Roles
migrate-to-gcp None @ 83 days None 83 days
Policies
mlevchuk None None 679 days 679 days
Identity providers
S3READONLY N 278d 278 d 278 d:
Account settings one A ays as =g a3
vs_gtb None 347 days None Toda
v Access reports -0 A v 208
Access analyzer vstovpovoy None © 1186 days None 491 days

Archive rules
3. Type User name, select Programmatic access, and click the Next button.

Add user o 2 3 4

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* S3Scan

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.
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4. Select Attach existing policies directly. Search by ‘S3’ in Filter policies. Select AmazonS3FullAccess policy.

Press the Next button.

Add user 1 e s 4 s
~ Set permissions
[ ) Copy permissions from Attach existing policies
'&‘ Add user to group M existing user directly
‘ Create policy ]
Filter policies v Q s3 Showing 9 results
Policy name ~ Type Used as
» WP AmazonDMSRedshiftS3Role AWS managed None
I @ » NF AmazonS3FullAccess AWS managed Permissions policy (5) I
» W AmazonS30OutpostsFullAccess AWS managed None
y Wi AmazonS30utpostsReadOnlyAccess AWS managed None
» WF AmazonS3ReadOnlyAccess AWS managed Permissions policy (1)
» W QuickSightAccessForS3StorageManagementAnalyticsReadOnly. AWS managed None
» s3crr_for_gtb-download-us-east_to_gtb-download-us-west Customer managed ~ Permissions policy (1)
» s3crr_for_gttbdownloads.com_to_gttbdownloads.nodrdamerica.com Customer managed  Permissions policy (1)

» Set permissions boundary

Cancel | Previous Next: Tags

5. Add tags (optional). Press Next.
Add user 1 2 ° 4 s

Add tags (optional)

|IAM tags are key-value pairs you can add to your user. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove
Name GTB-S3-Scan X
Add new key

You can add 49 more tags.
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6. Press Create user.
Add user 1 2 3 G 5

Review

Review your choices. After you create the user, you can view and download the autogenerated password and access key.
User details

User name S3Scan
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy AmazonS3FullAccess
Tags

The new user will receive the following tag

Key Value

Name GTB-S3-Scan

Cancel Previous ‘

7. Copy or download Access key ID and Secret access key. Press Close.

Add user D) (2) (3) (a °

® Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://354506356745.signin.aws.amazon.com/console

‘ <. Download .csv

User Access key ID Secret access key

» & S3Scan AKIAVFCRZXAEXUGECDB3 ~ ******** Show
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Credential

1. Sign in to the Central Console.

3 Add Amazon S3 Cloud Account

2. Go to System > Cloud Accounts and press the Add Cloud Account button.

@ [B. cl] System Setup » Cloud Accounts

(#) Dashboard
EQ Endpoint Agent &3 Add Cloud Account [ edit W Delete
G: security Events >
& ons
|l Reports . CLOUD PLATFORM
[ LDAP Integration
© GTBDLPSetyp >
° Authentication
Network Status > Management
(@ SystemSetwp N [® shadow Location
Endpoint Agent €2 Emails and Alerts
DNS
(3@ SIEM Receiver
LDAP Integration
Authentication @ company Name
Management
%) Date and Time

Shadow Location

Emails and Alerts S Cloud Accounts

SIEM Receiver

© security >
Company Name
Date and Time By SSL Certificates
Cloud Accounts

(2 ccsynchronization
Security

[ Compliance
SSL Certificates Regulations

« < 1 of 0 > » Yo Filters

CLOUD ACCOUNT DISPLAY NAME DATE CREATED

Cloud Account are not set yet

3. Type the Name, and select the Amazon S3 card. Press the Add button.

The page should be redirected to the Cloud sign-in page.

Add Cloud Account

Enter Display Name @

£ Drophox

How to scan C:S Add

&& OneDrive

S3 Scan

box

How to scan (% Add

& OneDrive

for Business
How to scan C"S Add How to scan 58 Add
I
s GOOGLE
SharePoint v%BsIchsEs
—
How to scan &3 Add How to scan & Add

& Google Drive

How to scan C’S Add

Microsoft Azure

How to scan C’S Add

@8 Exchange
Online

How to scan C’S Add

citrix

Sharefile

How to scan é\) Add

amazon
S3

&3 Add

How to scan

@
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4. Enter the Access key ID and Secret Access key, which you got before. Press Add.

Login to account ©)

Amazon S3

Access Key ID

Secret Access Key

How to scan C’a Add

5. The Central Console uses Amazon S3 API to store the authentification token and use it by Discovery Server.
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4 Install Discovery Server

1. Sign in to the Central Console using an account with Administrator privileges.

2. Gotothe Help > Download tab of the GTB Central Console and download the GTB Discovery Server MSI
package.

@ [B. c! Downloads » Windows Endpoint Agents

(#) Dashboard
28 Windows Endpoint Agents . . .
) GTB Endpoint Windows Agent + Networking 203 MB
‘0 Security Events >
o 05 Endpoint A Endpoint device controls with Discovery + Network Traffic Inspection.
IL Reports & mac ndpoint Agents Extends data security to the endpoint with integrated management and
. reporting for full device controls as well as network inspections. v15.18.3-34715
b Linux Endpoint Agents
© GTBDLPSetp >
Name Resolution Helper
4*  Network Status > B .
GTB Discovery Server 203 MB
8 y i i istril i
Q System Setup N o Security Manager Discovers and classifies datai distributed thrgughout the enter.pnse
- network, and better yet, Monitors such machines and reports in real-
. . time whenever a file of sensitive nature is saved. The Discovery system
User M: it Administrative Tool:
8 seranagemen Ea ministrative fools supports Network File Shares, MS Sharepoint, MS Exchange, Databases
o via ODBC connections, various Cloud Platforms. v15.18.3-34715
iS; AssetTemplates > (7 Local links for browsers
Y& Maintenance >
Antivirus exception list for Windows 0S External URL
Logs >
E 8 sl; Should be applied to the Antivirus tools to make sure there are no
— conflicts between Agents.
@ Help/Downloads >

Documentation

Release Notes
Email GTB Support

Knowledge Base

3. Install the GTB Discovery Server on any Windows PC where you want to scan from.

4. The Discovery Server scans 1 file per CPU core at a time. The more cores provided, the faster is scanning
speed.
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5 Start the Discovery scan

1. Go back to the Amazon page. In Services press on S3.

aWs  services & N

UziYair v Oregon v Support ¥

X

* Favorites All services

& CloudFormation

B «

{6f Compute @ Robotics &> Machine Learning £ AR& VR

= 1AM

Resource Groups & Tag Editor

&) Route 53
= s3
@ vec

Recently vi

Console Home
* S3
* 1AM
* EC2
% Route 53
Billing

ed

EC2 Image Builder
AWS Cost Explorer

* EC2
Lightsail [
Lambda
Batch
Elastic Beanstalk
Serverless Application Repository
AWS Outposts
EC2 Image Builder

B, Storage

* S3
EFS
FSx
S3 Glacier
Storage Gateway
AWS Backup

Database

RDS

DynamoDB
ElastiCache

Neptune

Amazon QLDB
Amazon DocumentDB

Amazon Keyspaces

AWS RoboMaker

@® Customer Enablement
AWS IQ [2
Support
Managed Services

Activate for Startups

oea Blockchain
Amazon Managed Blockchain

© Satellite
Ground Station

€8 Quantum Technologies
Amazon Braket

Management & Governance
AWS Organizations
CloudWatch
AWS Auto Scaling
% CloudFormation
CloudTrail
Config
OpsWorks

Amazon SageMaker
Amazon Augmented Al
Amazon CodeGuru
Amazon Comprehend
Amazon Forecast
Amazon Fraud Detector
Amazon Kendra
Amazon Lex

Amazon Personalize
Amazon Polly

Amazon Rekognition
Amazon Textract
Amazon Transcribe
Amazon Translate
AWS DeepComposer
AWS Deeplens

AWS DeepRacer

Analytics

Athena

Amazon Redshift
EMR

CloudSearch
Elasticsearch Service

Kinesis

2. Choose the required Bucket that you want to scan and press on it.

Q\I\_I/SW Ser

es ¥

Amazon Sumerian

&) Application Integration

Step Functions
Amazon AppFlow

Amazon EventBridge
Amazon MQ

Simple Notification Service
Simple Queue Service

SWF

AWS Cost Management

AWS Cost Explorer

AWS Budgets

AWS Marketplace Subscriptions

Customer Engagement
Amazon Connect
Pinpoint

Simple Email Service

Alexa for Business
Amazon Chime [4
WorkMail

v Global v

Support ¥

Amazon S3

Buckets

Access points

Batch Operations

Access analyzer for S3

Amazon S3

Buckets (12)

Buckets are containers for data stored in S3. Learn more [/

Q

Name Region v Access Creation date v
Account settings for Block Public
Access alexxx EU (Frankfurt) eu-central-1 Objects can be public May 14, 2019, 12:40 (UTC+03:00)
Bucket and objects not
checkalex EU (Paris) eu-west-3 ucket and objects nof June 27, 2019, 16:36 (UTC+03:00)

Feature spotlight 9

. GTB Technologies

Data Loss Prevention

gtb-centos7

EU (Frankfurt) eu-central-1

public

Objects can be p

April 5, 2018, 17:16 (UTC+03:00)
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3. Copy The URL till ? symbol as shown in the pictures below.

<« C | @ https://s3.console.aws.amazon.com/s3/buckets/alexxx/’region=eu-central-1&tab=overview

VAN A ET

Amazon S3 >  alexxx

alexxx

Overview

’ Q, Type a prefix and press Enter to search. Press ESC to clear.

4. On the Central Console go to GTB DLP Setup > Discovery Targets > Cloud Platforms page.

Press the Add button.

@ B cl GTBDiscovery » Cloud Platforms

(7) Dashboard r
[ File Shares &9 Deploy 1 @ Add b
g Security Events > b
EE MS Exchange
u Reports O # SCAN NAME SCAN SERVER CLOUD ACCOUNT /Q STATUS
B> Ms SharePoint
© ecrBDLPSetp > Microsoft Azure
01 Azure @® SP2016 - Completed, 100% done
Inspector ACL Rules & Databases zure - IA Azure © Complete
Discovery Targets
& Cloud Platforms Amazon S3
Endpoint Protector ) 2 $3 Scan SIGEL DISCOVELY S8IVE - *
) ' e s3
IRM Integration
(8 Discover File Shares
Policy Management Amazon S3
0s nnnnn @ LoL - ‘ © Completed , 100% done
Classification $3DDDDD
Detection Engines
Amazon S3
Network Status > 04 s3 ® Lo - ‘ (® stopped. 31% done
S3DDDDD
(g System > . .
= OneDrive for Business
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5. Enter the Scan Name, select Scan Server, select Cloud Account, and insert URL of scanned Amazon
S3. Press the Save button.

Enter Scan Name

Ea Cloud Platforms Scan

Designated Scan Server

Target Cloud Platforms

Cloud Account

URL

Incremental Scan

Scan Images

(7) Dashboard

L securtyEvents >
lal Reports

© GTBOLPSewp >

Inspector ACL Rules

I S3 Scan @
Scan For / Filters /
O Remadlal Actions 33 Schedule [:\ Report g@ Advanced
@ MAXVM2 I -
‘ Amazon S3 - S3 A (I
https://s3.console.aws.amazon.com/s3/buckets/alexxx pq
e
»
B® save Cancel
6. Start the scan by pressing the Start icon.
@® B ) GTBDiscovery » Cloud Platforms Q e .
[ File Shares [ &3 Deploy ) @® Add [ Edit w 2 ® 3 schedule I} 6]
E8 s Erboooe O+ 'SCAN NAME SCAN SERVER CLOUD ACCOUNT Q) status o SCANNED
Q & ovration 1O o REMEDIATIONS ~ MATCHES
B> Ms SharePoint -
Amazon
S patabases 01 $3Scan ® MAXVM2 - ‘ - &

Endpoint Protector
IRM Integration

Policy Management

& Cloud Platforms

(3 Discover File Shares
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6 Check scan result

1. Sign in to the Central Console.

2. Go to the Security Events > Cloud Platform page and check the scan results.

@ B c Cloud Platforms Discovery

Administrator
V571056476

(7) Dashboard

) 2 1 of1 % Y% e ~ i} (% Evortsutisicsto G - ® @ O
B SecurityEvents >

ARESY o+ SCAN NAME CLOUD ACCOUNT SCAN SERVER STARTTIME ENDTIME TOTALFILES  FILESSCANNED ~SCANNED,MS  REMEDIATION  MATCHES (9 DURATION () sTATUS

Network Inspector

O 769 o Mo SoODDD Lol i Nov 04, Nov 04, M 83 863
Discovery Scans

1,306.28 None m
Endpoint Protector

20m © Completed, 100% don
Cloud Platform
File Share Audit

Classification

3. Each line represents a separate Discovery scan. Double click to see the details.

If you have any questions, please, email support@gttb.com and any of our engineers would be happy to
help you.
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